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Abstract

A computerprogramcancall aprocedureor subprogramlocatedonthesamehostandalsoonremote
machinesconnectedvia a network. The mechanismto call a programon anothermachineis called
RemoteProcedureCall or RPC.Therearea numberof RPCtechnologyavailablein theindustry. In this
report,we will introduceRPCtechnologyandlaterfocuson theoriginal andpopularimplementationof
RPC,ONC RPCandthenew comerin theRPCmarket, SOAP (SimpleObjectAccessProtocol). The
detailsof eachtechnologywill bediscussedandfinally compared.
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1 Intr oduction

Almost all computersystemsnowadaysareconnectedto a network to communicatewith othersystems.
Many techniqueshave beendevelopedto supportthe interactionbetweenthesesystems.Onesuchtech-
niqueis calledRemoteProcedureCall (RPC).Normallya programcallsa procedureon thesamehostand
getsthe resultbackbut it is possiblealsoto do this with the remotehost. RPCis a generalterm for the
mechanismto runtheprocedureontheremotehostand(optionally)taketheresultback.RPCworksin the
client-server fashion.Therearemany RPCspecificationsandimplementations:

� Open Network Computing (ONC) RPC from SunMicrosystems[1], [4]. ONC RPCis oneof the
first commercialimplementationsof RPC.It is currentlythemostpopularandis supportedby most
network software.We will focusat theimplementationof thisONCRPCin this report.

� Distrib uted Computing Envir onment (DCE) from theOpenSoftwareFoundation(OSF)[2]. Al-
thoughnot aspopularasONC RPC,DCE RPCis industry-standard,vendor-neutralandhassome
technicaladvantages[5]. DCEis deployedin critical businessenvironmentsby alargenumberof en-
terprisesworldwide.More informationaboutDCE canbefoundat http://www.opengroup.org/dce/.

� The RPC specification fr om the Inter national Organization for Standardization (ISO)[3]. It
hasno currentcommercialimplementationyet.

� Common Object RequestBroker Ar chitecture (CORBA). CORBA wasdevelopedby a consor-
tium of vendorsthroughtheObjectManagementGroup(OMG),whichhascurrentlyover750mem-
bersincludingHP, IBM, Microsoft andalsoUniversityof Stuttgart.Both InternationalOrganization
for Standardization(ISO) andX/Openhave acceptedCORBA asthe standardarchitecturefor dis-
tributedobjects(which arealsoknown ascomponents).CORBA is widely usedandefficient but
however it is complex andhassteeplearningcurve. More informationaboutCORBA canbefound
athttp://www.omg.org.

� Distrib uted ComponentObject Model (DCOM ) is generallyequivalentto theCORBA in termsof
providing asetof distributedservices.But DCOM is inventedandusedby Microsoftwhile CORBA
is theneutralstandarddevelopedby OMG andusedby mostof therestcompanies.

� RMI (RemoteMethod Invocation) is the Java versionof RPCdevelopedby SunMicrosystems.
RMI is suppliedaspart of the Java DevelopmentKit (JDK). More informationaboutRMI canbe
foundat http://java.sun.com/.

� XML-RPC, from UserLandSoftwareInc.[6], is a simpleXML-basedRPCprotocolusingHTTPas
transportprotocol.It canbeusedwith Perl,Java,Python,C,C++,PHPandmany otherprogramming
languages.Implementationsareavailablefor Unix, WindowsandtheMacintoshin bothcommercial
andopen-sourceproducts.

� Simple Object AccessProtocol (SOAP), proposedto theWorld Wide WebConsortium(W3C) by
agroupof companiesincludingMicrosoft, IBM, andUserLand,is alsoanXML-basedprotocoland
usesHTTPor SMTPastransportprotocol.It hassomeinterestingfeatureswhichwouldbediscussed
furtherin this report.

2



SeminarHigh PerformanceNetwork Ar chitecture(HPNA), 2001

This reportwill focuson ONC RPC (Remark: later will be called only “RPC” ) andSOAP. The first
oneis theoriginal andoneof themostpopularimplementationof RPC.Thesecondoneis thenew comer
in theRPCworld thatutilizesthepowerof XML andtendsto bepopularin themarket in thefuture.

In Section2, RPC(SunRPC)will beintroduced,followedby SOAP in Section3. RPCandSOAP will
thenbecomparedin Section4 andtheConclusionwould summarizewhatwehavedone.

2 RPC

2.1 General ideaof RPC

TheRPCmodeldescribeshow processeson differentsystemscancommunicatewith eachother. RPCis
basedon the conceptof a procedurecall in a programminglanguage.The semanticsof RPCarealmost
identical to the semanticsof the traditionalprocedurecall. The major differenceis that while a normal
procedurecall takesplacebetweenproceduresof a singleprocessin thesamememoryspaceon a single
system,RPCtakesplacebetweena client processon onesystemanda server processon anothersystem
via thenetwork.

2.1.1 RPC addressingscheme

For a local procedure,specifyingthenameof procedureto becalledis enough.However, for theremote
one,ONCRPCProtocoldefinesamechanismto identify aremoteprocedureto becalledby threeunsigned
integerfields.

� Remoteprogramnumber

� Remoteprogramversionnumber

� Remoteprocedurenumber

Programnumbersaredefinedin a standardway:

� 0x00000000- 0x1FFFFFFF:Definedby Sun

� 0x20000000- 0x3FFFFFFF:UserDefined

� 0x40000000- 0x5FFFFFFF:Transient

� 0x60000000- 0xFFFFFFFF:Reserved

Remoteprogramversionnumbercanbe usedto determineif client andserver arereferringto the same
versionof code.It is possiblethata serveror a client is newer thananother, they cannegotiatetheversion
to beusedwhich bothof themunderstand.Remoteprocedurenumberis thenumberfor eachprocedures
in theprogram(startingfrom 0, 1, 2 andsoon). ServerandClient have to agreewith eachotherfor these
numbersto beusedbeforemakingtheconnection.

According to [1], the RPC protocol can be implementedon any transportprotocol. In the caseof
TCP/IPimplementation,it canuseeitherTCPor UDPastransportlayer. Figure1 shows theRPCprotocol
stackfor theimplementationof RPCoverTCP/IP.

As describedabove, RPCusesthe program no., program version no. and remoteprocedure no. to
locatea remoteprocedure.However, in TCP/IP, a server programis locatedwith IP addressand port
numberthat it bindsto. Thereforeat the server side,therewill beanRPCportmapdaemonrunningat a
well-known TCP/IPport (usuallyport number111 asassignedby RFC1700andIANA) waiting for the
connectionfrom all RPCclients. The server programwill first register itself with the portmapdaemon
andwill get theport numberthat it shouldbind to. This port numberassignmentis not deterministic,the
portmapdaemoncouldassignit arbitrarily. Theserverprogramthenlistensto thatport.

A client programfrom the client machinewill connectto the portmapdaemon,askingfor the port
numberof aserverprogramthatit wantsto connectto (of courseclienthasto sendappropriateparameters:
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Figure1: RPCProtocolStack
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Figure2: Signalling-timeDiagramof anRPCcall

program no., version no., procedure no. andprotocol). The portmapdaemonwill then reply with the
port that the server programis listeningto. Thenthe direct connectionbetweenclient andserver canbe
established.This operationis illustratedusingasignalling-timediagramin Figure2.

2.1.2 RPC and encodingof data

Now we have theideahow theclient andservercancommunicate.However, we cannot simply inject the
datafrom onemachineto anothermachinevia thenetwork andhopethat theothersidewould understand
it correctly. Becausedifferentcomputersystemsmighthavedifferentarchitecturesandmight interpretthe
samestreamof datadifferently. A goodexamplewould be the differencebetweenbig endianand little
endiansystems.The big endiansystemassumesthat in a sequenceof data,the mostsignificantbit will
bestoredfirst (at theloweststorageaddress)andthe leastsignificantbit will bestoredlast (at thehighest
storageaddress),while in thelittle endiansystemit is reciprocal.In thiscasethedatasentfrom onesystem
to anothersystemmight bewrongly interpreted,thereforea specialmechanismfor handlingthis problem
is needed.

RPCdefinestheeXternalData Representation(XDR) asthedataformat to besentover thenetwork.
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Datafrom senderwill beconvertedto XDR formatandtransmittedto thereceiver. Whenthereceivergets
the data,it will convert the XDR-format databack to the format it understands.This processis called
marshalling andunmarshalling respectively or generallyserialization. With this mechanism,RPC can
handlearbitrarydatatypes,whetherthey are integer, floating-point,characterstring, or complex object.
All datawill beencodedinto theXDR formatandwill bedecodedatanotherend.

XDR is a binaryformat. So it savesthebandwidthcomparedto text-baseddataformat. However it is
moredifficult to inspectby humanthanthetext-basedformatwhichcouldbeviewedby any text editor.

2.2 Featuresof RPC

In thelastsectionwe have learnedthebasicfunctionsof RPC.Now we will take a look into moredetails
of RPCin eachinterestingfeatures.

Multiple interface levels

RPCoffersmultiple levelsof ApplicationProgrammingInterfaces(APIs). Theselevelsprovide different
degreesof controlbalancedwith differentamountsof interfacecodeto implement.In orderof increasing
controlandcomplexity, thelevelsarethesimplifiedlevel,top level, intermediatelevel,expertlevelandbot-
tomlevel. Developersarefreeto determinethelevel accordingto thesimplicity of programminginterface
or flexibility of controloverRPCcommunications.

BroadcastRPC

NormallyanRPCclientsendsrequestto onespecificserverandexpectsonereply. But in somecases,there
aremorethanoneserver availableandclient is free to chooseoneof them. BroadcastRPCis designed
to supportthis need. Client cansendan RPCrequestin a broadcastmanner, i.e. it doesnot specify the
specificdestination,andexpectsmany answers(oneor moreanswerfrom eachrespondingmachine).The
client canbeconfiguredto selectthefirst reply or all replies,or rebroadcastif thereis no response.

Batching

RPCis designedsothatclientssenda call messageandwait for serversto reply to thecall. That implies
thata client is blockedwhile theserverprocessesthecall. This is inefficientwhentheclientdoesnotneed
eachmessageacknowledged. RPCbatchinglets clientsprocessasynchronously. RPCmessagescanbe
placedin a pipelineof calls to a server. This canbe doneby the propersettingsof returnvalueof XDR
routinein thecallsandthecall’s time-out.

Authentication

In the default configurationof ONC RPCimplementation,any arbitraryclientscancall any remotepro-
ceduresofferedon theservers. This is fine aslong aswe arenot offering any security-criticalserviceon
theserver. Imagineaservicelike retrieving or modifying thepassworddatabase,whatwouldhappenif we
allow any clientsto call theservice.In suchcases,somekindsof authenticationsmightbeneededto allow
only authorizedclientsto useour services.Applicationprogrammersarealsofreeto implementtheir own
application-level authenticationmethods.But RPCalsoprovidesthebasicauthenticationserviceswhich
canbeimmediatelyusedasfollowing:

� AUTH_SYS,AUTH_SHORT: An authenticationflavor basedon UNIX operatingsystem,process
permissionsauthentication.It utilizes the existing user/groupdataalreadyavailableon the UNIX
operatingsystems.

� AUTH_DES: An authenticationflavor basedon DESencryptiontechniques.

� AUTH_KERB : Version4 Kerborosauthenticationbasedon DESframework.
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Multithr eaded

As we canseefrom Figure 2, the client is blocked during the call operationto the server. This is not
effective if client cando somethingelseusefulwhile waiting for responsefrom theserver. RPCsupports
multi-threadedmechanismwhichcansolvethisproblem.In amultithreadedclientprogram,athreadcanbe
createdto issueeachRPCrequest,while otherthreadscanproceedtheir tasks.As all systemenvironments
aresharedamongthreadsin thesameprocess,theRPCcall resultcanbeusedandfurtherprocessedby all
threads.

In thecaseof very busyserver thathasto handlelargenumbersof requests,it canalsobeconfigured
to createa new threadfor eachincoming client request. The server will be readyfor the new request
immediatelyafter creatingthe new threadto serve the current request. The new threadprocessesthe
assignedrequeston its own, sendsaresponsebackto theclientandexits.

2.3 RPC deployment

This sectionwill givea brief introductionon how to developclientandserverprogramsthatcommunicate
with eachotherusingRPCprotocol.A clientandserversystemswith operatingsystemsthatsupportRPC,
andthesesoftwareelementsareneeded:

� RPC library for bothclientandserver

� RPC portmap daemonfor server. It shouldberunningandwaiting for theconnections.

� Toolsfor developingRPC programs, e.g.rpcgen,on thedevelopmentmachine

As ONC RPChasbeenin the industry for a long time, usually they aresupportedand includedin the
operatingsystems.Also ONC RPCis currentlysupportedby GNU Library C, so it is probablethat these
neededelementsarealreadyavailablein yoursystem.

Designthe interface

The first stepto develop the RPCapplicationsis to designthe interfaceof the server programthat client
will accessto. It needsto bedefinedin XDRdatadescriptionlanguage, whosesyntaxesaresimilar to C.
Hereis anexamplehow theXDR datadescriptionlanguagelookslike:

program HELLO {
version HELLO_VERS_1{

void HELLO_NULL(void) = 0;
int HELLO_PUTS(string text<>) = 1;

} = 1;
} = 400000;

In thiscasetheprogramHELLO will haveprogramnumber400000with protocolversionnumber1. It has
two remoteprocedures:HELLO_NULL andHELLO_PUTwith procedurenumber0 and1 respectively.
After wehave theinterface,we canstartto codetheserverandclientprograms.

Write server and client programs

In orderto haveacompleteRPCapplication.Thesefilesareneeded:

� Serverprogram

� Clientprogram

� Serverstub[automaticallygenerated]

� Clientstub[automaticallygenerated]
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� Makefileandappropriateincludefiles [automaticallygenerated]

Server andclient stubsarethe codesthathide the underlyingimplementationof the RPCcall. Makefile
andincludefiles areneededin the compilationprocess.To easethe programmingtask,RPCprovidesa
tool rpcgen, which canautomaticallygenerateall thesefiles andeventheskeletonof theserver andclient
programto bethestartingpoint for thedevelopers.Therpcgentool needsthe interfacefile (in XDR data
descriptionlanguageasshown above)asinput.

Developerscould thenfocusonly on programmingtheserver andclient programswherethey canuse
the simpleRPCcall provided by the RPClibrary andthe stubswithout having to know the complexity
of network programming.However, developerscanalsofine tuneprogramsby adjustingthesestubsand
utilizing thelow-level APIsof RPC.

Run the application

After all programsare written and compiled. The output executablefiles will be the server and client
programwhich shouldbeplacedon theserver andclient machinerespectively. After beingexecuted,the
server programwill contacttheportmapdaemonto registeritself andwill get theport numberthat it will
bind to andwait for theconnection.By executingtheclient program,it will connectto theremoteserver
andmakea remoteprocedurecall.

This Sectiongivesa roughideaof RPCapplicationsdevelopmentprocess.With the help of the tool
and the rich setof RPCAPIs make it easyandefficient to develop an RPCapplication. More detailed
informationaboutRPCApplicationdevelopmentcanbefoundin [8], andin a lot of network programming
books.

3 SOAP

As SOAP usesXML as the encodingformat of the message,beforejumping to the detail of the SOAP
protocol,we will discussbriefly aboutXML andits benefitsin Section3.1. After thatwe will go into the
detailof SOAP Protocolin section3.2.

3.1 XML

3.1.1 Why XML?

Thereis usuallya needto sharedataor informationamongmultiple applicationsfrom differentvendors,
run on differentkinds of machine. The datacould be encodedin a languagethat all thoseapplications
couldunderstand.Therequirementsof thelanguageareasfollows:

� Easyfor developersto useandfor computersto process

� Possibleto storedatain structuredformat

� Extensiblefor arbitrarydata.Theoutputdocumentshouldbeself-describing,not format-oriented
� Openstandard

Thereareplentiesof file formatsexisting in theworld, for example,normaltext, RTF (Rich Text Format),
HTML, SGML, LATEX, Microsoft Word’s DOC formatandetc. Thequestionis thatwhich formatof data
could we use? Binary format like DOC is hardto understandandto be inspectedby human. HTML is
text-based,easyto understandandalreadywidely-used,but it is designedto convey theinformation“how
theoutputof this WWW pageshouldbe?”,not thestructureof informationinside. It is alsonot flexible
enoughto beusedto create“structureddocument”whichhasnothingto dowith thedisplayoutput.SGML
is capableof doing this task,but it is too complex andhencenot effective to be usedwith simpletasks.
LATEX is thelanguagethat is mainly usedfor formattingandtypesettingdocumentswhich focusesalsoon
theoutputmorethanthestructureof thedocument.

Sincetherewasno suchlanguagethat could fulfill this needs,XML (ExtensibleMarkup Language)
wasdeveloped.
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3.1.2 What is XML?

XML (eXtensibleMarkupLanguage) is theuniversalformatfor structureddocumentsanddataontheWeb.
It hassomeinterestingcharacteristicsasfollowing [10] :

XML is a method for putting structur eddata in a text file

XML is a setof rules,guidelines,conventionsfor designingtext formatsfor suchdata,in a way thatpro-
ducesfiles thatareeasyto generateandreadby computerandeasyto inspectby human.XML is designed
to beunambiguous,platform-independent,andsupportsextensibility, internationalization/localization.

XML looks lik e HTML but it is not HTML

Both XML and HTML usetag to identify elements,e.g. “<p>data</p>)” and useattribute to specify
parametersinsidethetag,e.g.“<font color=red>”. But XML doesnot havespecificmeaningfor eachtag
andattribute(e.g. p or font in this case).It leavesroomfor applicationto defineits own way to interpret
thatdata.Onecannot simply assumethat “<p>” in theXML file would meantheparagraph,asit could
haveothermeanings,e.g.price or percentdependingon how it is defined.

XML is text, but it is not meant to be interpretedby human

XML is like otherprogramminglanguagein which the contentcould be investigatedanddebuggedby
theprogrammersanddevelopers.However thesyntaxhasstrict formats(evenstricterthanHTML) thata
simplemistakecouldmakethewholedocumentunusable.Soit is not intendedto bereadandeditedlikea
letteror normaldocuments.

XML is a family of technologies

XML 1.0 Standardspecifieswhat tagsand attributesare. However thereare a numbersof additional
specificationsthatdefinealsothe setof tagsandattributesfor specifictasks.Xlink describesa standard
way to addhyperlinksto an XML file. XPointer & XFragments aresyntaxesfor pointing to partsof
anXML document.XSL (eXtensibleStylesheetLanguage)is theadvancedlanguagefor expressingstyle
sheets.It is basedon XSLT (XSL Transformations),a transformationlanguagethatis oftenusefuloutside
XSL aswell, for rearranging,addingor deletingtags& attributes.TheDOM (DocumentObjectModel)
is astandardsetof functioncallsfor manipulatingXML (andHTML) files from aprogramminglanguage.
Namespacesin XML is a specificationthatdescribeshow you canassociatea URL with every singletag
andattributein anXML document.How thatURL will beusedis upto theapplicationthatreadstheURL.
XML Schemas1 and 2 helpdevelopersto preciselydefinetheir own XML-basedformats.

XML is verbose

SinceXML is text-basedandusesthetagandattribute.Thesizeof XML file is normallylargerthanbinary
format for thesamepurposebut a text format it is easierfor humanto inspectanddebug thanthebinary
one. The factorsof disk spaceconsumingandthe readabilityof text-basedformat needto be weighted.
Thispoint will bementionedlaterwhenwe compareRPCandSOAP.

XML is new, but not too new

Developmentof XML startedin 1996and it is a W3C standardsinceFebruary1998,so onecould see
XML asa new andpossiblyimmaturetechnology. However, XML is basedon SGML which is developed
in early80’s. XML alsoutilizestheexperienceof HTML which is widely usedon theInternet.Rightnow,
XML is usedin many applicationsby a largenumberof organizationsall over theworld.
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XML is license-free,platform-independentand well-supported

XML is a neutral standardand supportedby a large numberof organizations. It is not platform- or
implementation-specific.

XML is ahugetopicandoutof scopeof thisreport.However, therearesometermsthatmightbeuseful
to know beforediscussingaboutSOAP further.

DocumentType Definition (DTD)

DTD is a mechanismdefinedin XML 1.0 Specificationto declareconstraints on the useof markup in
XML . An XML documentthatconformsto thespecifiedDTD wouldbecalledthe“valid” XML document.
For example,DTD could specify that the elementemail shouldcomposeof to, from, subjectandbody
attributeandtheseattributesshouldbeof typeCDATA (CharacterData).

XML Schema

While DTD canbeusedto control theuseof markup,automatedprocessingof XML documentsrequires
morerigorousandcomprehensive facilities thanwhat DTD cansupport. XML Schemais developedto
be the next generationof DTD. XML Schemaallows extensive constraintson the documentstructure,
attributes,data-typing,andhow thesecomponentpartsfit together. Moreover, XML Schemahasthesyntax
like XML itself, unlike DTD that hasits own syntaxes, so it is easierfor developersto learnand it is
extensible.More informationaboutXML Schemacanbefoundin [11].

XML Namespace

An elementandattributein onecontext might have thesamenameasothersbut have differentmeanings.
For example,element“P” in theBookelementmightbeasignfor paragraphwhile “P” in theFoodelement
might betheprice. By addingprefix to theattributenamecould let all theattributesbeuniqueaslong as
the prefix is uniqueandthe attributesunderthe sameprefix areuniqueto eachother. Thenwe will call
thegroupnamespace. Namespaceis thecollectionof namesthatareuniqueandwouldhaveprefixasURI
(Uniform ResourceIdentifier).

3.1.3 Examplesof XML messages

Hereis a simpleexampleof XML. It shows how to encodeane-mail thathasto, from,subject,andbody
datafieldsin XML.

<?xml version=”1.0”?>
<memo>

<to>nok@thai.com</to>
<from>ott@thai.com</from>
<subject>Report is in progress</subject>
<body>Hello, the report is being written!</body>

</email>

Next exampleis thesamemessagewith theuseof XML Schema.UsuallyXML Schemawill beusedin
conjunctionwith thenamespace.In this case,this schemais definedundernamespaceem. Noticethatall
elementsareprefixedwith em.

<?xml version=”1.0”>
<em:email xmlns:em=”x-schema:myschema.xml” lan-
guage=”Western” encrypted=”128” priority=”HIGH”>

<em:to>nok@thai.com”</em:to>
<em:from>ott@thai.com”</em:from>
<em:subject>My first schema</em:subject>
<em:body>Hello, this is Pattara</em:body>

</em:email>
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And hereis the schemamyschema.xml.The elementemail andits child attributesto, from, subjectand
bodyaredefined.Noticehow theattributetypeandelementtypearedeclared.

<?xml version=”1.0”?>
<Schema name=”email” xmlns=”urn:schemas-test-com:xml-
data” xmlns:dt=”urn:schemas-test-com:datatyp es”>

<Attribute-
Type name=”language” dt:values=”Western Greek Latin Univer-
sal”/>

<AttributeType name=”encrypted”/>
<Attribute-

Type name=”priority” dt:type=”enumeration” dt:values=”NORMAL LOWHIGH”/>
<AttributeType name=”hidden” default=”true”/>
<ElementType name=”to” content=”textOnly”/>
<ElementType name=”from” content=”textOnly”/>
<ElementType name=”subject” content=”textOnly”/>
<ElementType name=”body” content=”textOnly”/>
<ElementType name=”email” content”eltOnly”>

<attribute type=”language” default=”Western”/>
<attribute type=”encrypted”/>
<attribute type=”priority” default=”NORMAL”/>
<element type=”to” minOccurs=”1” maxOccurs=”*”/>
<element type=”from” minOccurs=”1” maxOccurs=”1”>
<element type=”subject” minOccurs=”0” maxOccurs=”1”/>
<element type=”body” minOccurs=”0” maxOccurs=”1”/>

</ElementType>
</Schema>

3.2 SOAP Protocol

3.2.1 General ideaof SOAP

SOAP[13] providesasimpleandlightweight mechanismfor exchangingstructur edand typed informa-
tion betweenpeersin a decentralized,distrib uted environmentusingXML . SOAP doesnot itself define
any applicationsemanticsor implementationspecificsemanticshenceit couldbeusedin a largevarietyof
systemsrangingfrom messagingsystemsto RPC.In this report,we will look at SOAP by focusingat the
RPCapplicationpoint of view.

In orderto understandhow SOAP looks like, we canstartat the RPC(ONC RPC).In that case,we
have an RPCclient programrunningon the client andRPCServer program(andportmapdaemon)are
runningon theserver. SOAP is almostthesame,exceptthat themessagessentbetweenclient andserver
areencodedin XML. By usingXML asthetransportformat,we havemany benefits:

� XML itself is until now oneof thebestandmostpopularformatto sharedocumentsandinformation
betweenapplications.It is trivial for developersto turn to SOAP astheirapplicationsmightbeusing
XML already.

� Therearea lot of librariesto encode/decodeXML data.It is alsotrivial to convert thedatafrom the
whatever legacy formatinto XML.

Moreover, insteadof definingits own transportlayerprotocol,SOAP utilizesHTTP, which is alreadyused
on the Internet. SOAP Specificationdefinesthe useof SOAP over HTTP but however, the conceptcan
be appliedto other transportprotocol,e.g. SMTP or whatever as long as the SOAP messagecould be
transmittedandreceivedcorrectlyby theclient andserver.

Not only SOAP that usesXML as the transportformat and HTTP as transportlayer protocol, but
alsoXML-RPC. XML-RPC hasbeenin the industryeven beforeSOAP. It hassupportlibrariesrunning
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on almostall platforms,for almostall popularlanguagesandenvironments(Perl,Python,Java, Frontier,
C/C++,Lisp, PHP, Microsoft .NET, Rebol,RealBasic,Tcl, Delphi,WebObjectsandZope).XML-RPC is
stableandmature.Sowhy is SOAP beingintroduced?We canfirst look at theSOAP Specification.

SOAP Specification1.1consistsof 3 parts:

� The SOAP envelopedefinesanoverallframework for expressingwhatis in themessage,whoshould
dealwith it, andwhetherit is optionalor mandatory.

� The SOAP encodingrules definesaserializationmechanismthatcanbeusedto exchangeinstances
of application-defineddatatypes.

� The SOAP RPC representationdefinesaconventionthatcanbeusedto representremoteprocedure
callsandresponses.

Soaswe canseefrom thespecification,SOAP hastwo functionalitiesin additionto basicRPC(thatuses
XML) features.Thefirst is theenvelope,which carriesthe informationaboutthe includedmessage.The
secondis a setof rules for encodingapplication-specificdatatypes.Thesetwo are the main points that
makeSOAP differentfrom normalXML-RPC.

In thenext sectionwe will takea look into aSOAP messageandfollowedby someexamples.

3.2.2 SOAP message

A SOAP messageis anXML documentthatcontains:

� SOAP Envelopeis thetop elementof theXML documentrepresentingthemessage.Theenvelope
containsthebodyandoptionallytheheader.

� SOAP Header is a genericmechanismfor addingfeaturesto a SOAP message.

� SOAP Body is a containerfor mandatoryinformation intendedfor the ultimate recipientof the
message.By the word “ultimate”, it meansthat maybethereareintermediaterecipientsalongthe
waywhicharenotsupposedto beinvolvedin thecontentof themessage.

SOAP envelopeandbodymustexist in everySOAP messages,while SOAP headeris optional.SOAP mes-
sagemustnot containa DTD. Instead,theproperNamespace(andSchemawhich would bedefinedin the
Namespace)onall elementsandattributesmustbedefined.Themessagesthathave incorrectNamespaces
will bediscarded.SeethelastsectionaboutXML for moreinformationaboutSchemaandNamespace.

SOAP encodingStyleattributecanbe usedthe indicatethe serializationrulesusedin the SOAP mes-
sage.It canbedefinedby theURI pointingto theappropriateXML Schema.Thedefault specifiedin the
specificationis “http://schemas.xmlsoap.org/soap/encoding/”. Hereis theexampleof opentag for SOAP
envelopeincludingencodingStyleattribute:

<SOAP-ENV:Envelope xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/s oap/e nvelop e/" SOAP-
ENV:encodingStyle="http://schemas .xmls oap.or g/soa p/enc oding/ "/>

As we can definethe encodingstyle with the XML Schema,SOAP hasgreatsupportfor application-
specifictypes. Therearesimpletypesalreadyavailable(e.g. int, float, string) andcompoundtypeslike
struct,arraycouldalsobeconstructedfrom elementsof simpletypes.DeveloperscouldadjusttheSchema
to supporttheir needs.

In theSOAP Header, wecoulddefinesomeextra elementswith theseattributes:

� “mustUnderstand” attribute specifieswhetherthe headerentry is mandatoryor optional for the
recipientto process.If a headerelementis taggedwith a SOAP mustUnderstandattribute with a
valueof “1”, the recipientof that headerentry mustobey the semanticsandprocesscorrectly to
thosesemantics,or otherwisemustfail processingthemessage.
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� “actor” attributespecifieswhoshouldprocessthemessage.As amessagecantravel from theorigi-
natorto theultimatedestinationby possiblypassingthrougha setof SOAP intermediaries.We can
specifytheactorattributesothatonly theultimatedestinationwill processthemessage,otherinter-
mediarieswill just forwardthemessagefurtheruntil it reachesdestinationwithout any processing.

In caseof server cannot processthe request,cannot understandthe extra elementin the headerandthe
“mustUnderstand”attribute is set,or any faultsoccursin the processingof request,SOAP Fault element
will be usedto carry error(s)back to client. In the SOAP Fault message,thesesub-elementswill be
included:faultcode, faultstring, faultactoranddetail. More informationaboutSOAP Faulthandlingcould
befoundin [13].

Examplesof SOAP encodingschemeandSOAP transactionsareshown in theAppendix.

3.3 SOAP deployment

Thereare2 implementationsof SOAP atthetimeof writing: MicrosoftSOAPSDKandApacheXML-SOAP
basedon thecodecontributedby IBM, SOAP4J. [15] comparedbothandfoundthatApacheXML-SOAP
(IBM SOAP4J)appearedto bemorestandard-compliant,morestableandcompatiblewith otherplatforms.
ApacheXML-SOAP is alsofreely availablein thepublic domainsowe will focuson this implementation
in this report.

ApacheXML-SOAP is an open-sourceimplementationof the SOAP v1.1 andSOAP Messageswith
Attachmentsspecificationsin Java. In this Sectionwe will give a brief introductionon how the SOAP
clientandserverapplicationscanbecreated.More detailedinformationcanbefoundin [16].

We will need2 systems,client andserver. As ApacheXML-SOAP codeis in Java sotheJava Devel-
opmentKit (SunJDK 1.2.2is recommended)mustbeproperlyinstalledon bothclient andserver. Other
thanthat,wewill need:

� Webserver softwarewith Servlet functionality on theserver, e.g.Tomcat[17].

� ApacheXML-SOAP onbothserverandclientmachines.Ontheservermachine,theApacheXML-
SOAP will needto beinstalledasa servletapplicationof thewebserver. Therpcrouterservletwill
beupandrunningaftertheinstallationprocess.

The developmentstepsare slightly different from thoseof ONC RPC. In RPC’s case,works are done
almostequallyin codingbothserverandclientprogram.Bothof themrequireRPC-specificmodification,
i.e. RPCAPIs will be usedfrom both of them. In SOAP’s case,the server programcodehasnothing
differentfrom normalJava code.Oneneedsonly to write a normalJava class,put it in theCLASSPATH
of thewebserversothatit canbecalledfrom theserver.

After creationof serverprogramcode,anadditionalstepto tell thewebserver thatthiscodeis allowed
to be calledfrom client via SOAP protocol is needed.This stepis calleddeploymentandthat pieceof
server programcodewill becalledservice. If theserver andclient will sendthecomplex typeof param-
eters,i.e. not the simple,pre-definedtypese.g. integer, string, the serializationmechanismneedsto be
declared.ApacheXML-SOAP providesa numberof pre-built serializersanddeserializersfor many data
typesincludingVectors,Enumerations,arrays,andJavaBeans.

In the deploymentof a service,a uniqueobject ID mustbe assigned.Two differentserviceson the
sameserver mustnot have the sameobjectID. This objectID will thenbe usedby the client to identify
whichserviceit wantsto call. After theserviceis deployed,webserver is readyto serve theSOAP request
for thisdeployedservice.

In the client side, a Java client programneedsto be written. Packageorg.apache.soapin Apache
XML-SOAP providessupportfor performingRPCover SOAP andhidesall low-level complexities from
the developers. The client programshall createa Call objectwith the desiredserviceobject ID. Then
client callsthe invokemethodof theCall objectwith parametersURL (to thelocationof rpcrouterservlet,
e.g. http://server/apache-soap/rpcrouter)andSOAPAction header(theuseis up to eachapplication,could
generallybeaURI of theremoteprocedure).Therequestwill besentto therpcservleton theserverside.

Rpcrouterservleton theserver receivesthe SOAP request,rebuilds a Call objectusingtheobjectID
from the request,verifies the methodnameand invokesthe server code. Server codeis run andwhen
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Figure3: SOAP TransactionSignalling-timeDiagram

finishes,returnvalueis sentbackto therpcrouterservletandforwardedbackin theHTTP responseto the
client. Rpcrouterservletalsohandlesfaultsif occurandwill sendappropriateSOAP Faultmessagesto the
client.

Signalling-timediagramin Figure3 illustratesa SOAP transactionin theApacheXML-SOAP imple-
mentation.

4 Comparisonof RPC and SOAP

In this Sectionwe will compareRPC andSOAP in eachaspect. First we look at the transportformat
of data,RPCusesthe binary XDR format while SOAP usestext-basedXML. Both formatscanhandle
arbitrarydatatypes.XDR hasbenefitasit is binary format that it savesstoragespacethanthetext-based
one. However, it seemsthat thereadabilityandinteroperabilityof theformatamongvariousapplications
aremore importantthanthe disk spaceandnetwork-bandwidthfactors. XDR dataformat is specificto
RPC.It is not known to bewidely usedby otherapplicationssotheconversionmight beneededfrom the
existing application-specificdataformat to XDR, while XML is nowadaysacceptedasa standardformat
of datainterchanging.Therearemoreandmoreapplicationsthatcommitsupportfor XML. SOAP seems
to win at this point.

Both RPCandSOAP offer supportsof primitive datatypesandalsothecustomizeddatatypes.How-
ever, for complex andcustomizeddatatypes,in RPConeneedto customizethe XDR datadescription
languagewhichis RPC-specificandnotwidely used.While in SOAP, onecancustomizetheXML Schema
which is easierandextensible.

The next point is the transportprotocol. ONC RPC implementationhasits own transportprotocol
implementationbasedon TCP/UDP, while SOAP utilizes the existing populartransportprotocolsused
in the Internet,HTTP andSMTP. It is hardto judgewhich methodis better. RPCshouldbe fasterand
save the network-bandwidthas its transportprotocol is designedspeciallyfor this purposewhile SOAP
hasto includetheappropriateHTTP or SMTPheadersandfollow otherspecificationsof theseprotocols.

13



SeminarHigh PerformanceNetwork Ar chitecture(HPNA), 2001

Protocol RPC(ONC RPC) SOAP

TransportFormat XDR (binary, specificto this protocol) XML(text-based,standard)
SimpleDataType Available Available

CustomizedDataType Achievedby XDR language Achievedby XML Schema
TransportProtocol Own implementation HTTP/SMTP

ontop of TCP/UDP
Authentication Built-in authenticationsupport - leverageto transportprotocol-

(NONE,SYS,DES,KERB)
Firewall Friendly Difficult, complex to filter Easy, becauseof theuseof HTTP

Stability& Maturity Yes Needto beproved
Availability Supportedby mostsoftware Fewersupportedsoftware

Table1: Comparisonof RPCandSOAP

However, by usingHTTP andSMTP, it canutilize theextra featureswhich arealreadyavailablee.g. the
encryption/authenticationof datausingpublickey technologyofferedby SSL/TLS.

RPC offers built-in authenticationsupport(UNIX, DES, KERB) while SOAP leveragesthis to the
underlyingtransportprotocol(HTTP or SMTP)which hasextensivesupportsfor authenticationalso.This
point nonehasadvantage.However, if we look at theaccesscontrol aspect,e.g. for the firewall to filter
someservicesandallow someservices,RPCis nightmarefor network administratorbecausethe server
programwill beassignedarbitraryport numberfrom portmapdaemon,onecouldnever know which port
will be assigned.For SOAP, situationis muchbetter. All connectionswill be doneto port 80 of server
(HTTP port) and rpcrouterwill serve as proxy for all requests,i.e. therewill be no direct connection
betweenclient andserverprograms.

RPChastheclearadvantagethatit is matureandwidely available.It hasbeenusedin therealproduc-
tion environmentsandprovedto besuccessful.An exampleof importantapplicationsthatutilize RPCis
NFS(Network File System)which is supportedby almostall operatingsystems.Also RPChasa rich set
of APIs thatis veryflexible for developersto use.SOAP is new to themarketandthushasfewersupported
softwareandapplications.SOAP still needsto proveitself if it will bepopularin thefuture.

Table1 summarizesthecomparisonof RPCandSOAP.
As we canseefrom thecomparison,if you arelooking for somethingstableandthosedisadvantages

of RPCarenot the problemfor you, RPCwould be the choice. But if you needthe capabilityof XML
andHTTP/SMTP, andwould like to try thenew technology, SOAP is clearly thechoice.However, there
arestill many otherRPCtechnologiesaslistedin Section1, not only RPCandSOAP, to consider. XML-
RPCis a veryclosechoiceto SOAP asit offersXML overHTTPprotocol.AlthoughXML-RPC doesnot
have envelopeandencodingasSOAP, it is morestable,not ascomplex asSOAP andhasmoresupported
libraries.RMI is aninterestingchoiceof binaryprotocol(comparedto RPC)if your applicationsarepure
Java. CORBA is alsobinaryprotocolandsupportsvarietyof platforms.

5 Conclusion

RPChasadvantagesthat it is stable,widely used,andbandwidth-save. However, asRPCusesXDR data
formatwhich is not commonto otherapplications,conversionsmight beneeded.Also RPCcausesprob-
lemsfor network administratorto implementtheaccesscontrolmechanism.SOAP offerstheuseof XML,
which is becomingthestandardin dataandinformationsharingnowadays,asthetransportformat. SOAP
utilizes HTTP, which is extremelypopular, feature-richandfirewall-friendly, as the transportprotocol .
SOAP alsooffersthefeatureof envelopeandhasrich supportfor application-specificdatatypes.However,
SOAP is new to the market andhasfewer supportedsoftware. Apart from RPCandSOAP, otherRPC
implementationsmight alsobeconsidered.
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Appendix

SOAP Encoding

SOAPencodingrulesdefineaserializationmechanismthatcanbeusedtoexchangeinstancesof application-
defineddatatypes. A typecouldbe eithera simple(scalar)typeor is a compoundtypeconstructedasa
compositeof severalparts,eachwith atype.Accordingto theability of XML andSchema,SOAP canhave
a veryflexible wayof definingapplication-specifictype.

Examplesof simpletypesthathavebuilt-in supportin SOAP are:int, float , negativeInteger, string.We
canusethesetypesdirectly in theSchema.Hereis theexampleof fragmentof Schema.

<element name=”Partnumber” type=”int”/>
<element name=”Price” type=”float”/>

And wecanconstructenumerationtypebasedon thesimpletype.

<element name=”Color”>
<simpleType base=”xsd:string”>

<enumeration value=”Red”/>
<enumeration value=”Green”/>
<enumeration value=”Blue”/>

</simpleType>
</element>

We couldcreatethestructcomposingof thosetypes.

<element name=”Computercase”/>
<complexType>

<element name=”Partnumber” type=”int”/>
<element name=”Price” type=”float”/>
<element name=”Color”>

<simpleType base=”xsd:string”>
<enumeration value=”Red”/>
<enumeration value=”Green”/>
<enumeration value=”Blue”/>

</simpleType>
</element>

</complexType>
</element>

And hereis theexampleof XML code.

<a:Computercase>
<Partnumber>12345</Partnumber>
<Price>100</Price>
<Color>Green</Color>

</a:Computercase>
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Examplesof SOAP Transactions

Hereis anexampleof theSOAP request.It composesof HTTP headerpart(from theline “POST/Stock-
QuoteHTTP/1.1” to “Content-Length:472”), the SOAPAction line andSOAP Envelope. SOAPAction
field canbeusedto indicatethe intentof theSOAP HTTP requestdependingon theneedof application.
SOAP Specificationplacesnorestrictionson theformatof it.

POST /StockQuote HTTP/1.1
Host: www.stockquoteserver.com
Content-Type: text/xml; charset="utf-8"
Content-Length: 472
SOAPAction: "Some-URI"
<SOAP-ENV:Envelope xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/s oap/e nvelop e/" SOAP-
ENV:encodingStyle="http://schemas .xmls oap.or g/soa p/enc oding/ "/>

<SOAP-ENV:Header>
<t:Transaction xmlns:t="some-URI" SOAP-

ENV:mustUnderstand="1"> 5 </t:Transaction> </SOAP-
ENV:Header>

<SOAP-ENV:Body>
<m:GetLastTradePrice xmlns:m="Some-URI">

<symbol>DEF</symbol>
</m:GetLastTradePrice>

</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

And hereis theexampleof theresponse.Theresponsecomposesof HTTP header(from the line “HTTP
/1.1200OK” to “Content-Length:488”) andSOAP Envelope.

HTTP/1.1 200 OK
Content-Type: text/xml; charset="utf-8"
Content-Length: 488
<SOAP-ENV:Envelope xmlns:SOAP-
ENV="http://schemas.xmlsoap.org/s oap/e nvelop e/" SOAP-
ENV:encodingStyle="http://schemas .xmls oap.or g/soa p/enc oding/ "/>

<SOAP-ENV:Header>
<t:Transaction xmlns:t="some-

URI" xsi:type="xsd:int" mustUnderstand="1">
5

</t:Transaction>
</SOAP-ENV:Header>
<SOAP-ENV:Body>

<m:GetLastTradePriceResponse xmlns:m="Some-URI">
<Price>34.5</Price>

</m:GetLastTradePriceResponse>
</SOAP-ENV:Body>

</SOAP-ENV:Envelope>
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